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1. Introduction

The System Administration Tool Guide provides comprehensive documentation to enable
State NFIRS Program Managers to efficiently use the NFIRS System Administration Tool.
The Guide is intended for new users as well as users familiar with the NFIRS system
administration tasks. For a Rapid Startup Guide that outlines only the key steps for
setting up groups and activating users refer to Section 10 of this document.

The System Administration Tool is a Graphical User Interface (GUI) developed for the
administration of National Fire Incident Reporting System Database users and groups.
With this tool the administrator may add and modify groups and users in a graphical
environment.

State NFIRS Program Managers may assign system administration privileges to an
individual (s) registered in the NFIRS community to assist with user account and group
maintenance, if necessary.

System Administrators who access the System Administration Tool will be able to view
the Group Hierarchy at their level and below. The System Administrator will be able to
add, view, and modify groups and fire departments. Note: Groups can be modified but
not deleted.

System Administrators will be able to add, view, delete, and modify user information in
the User Maintenance Window. State NFIRS Program Managers may view all registered
users, view administrators within the state, set users’ permissions, reset passwords, view
user activity status (inactive or no activity within 60 days) and number of bad logins.

State Program Managers and their System Administrators will use the System Admin
Tool to assign necessary permissions to registered NFIRS 5.0 users who wish to access
the new NFIRS 5.0 web-based tools. Permission for the Bulk Import Utility and the new
web-based Summary Reports Output Tool can be assigned exclusively since they do not
require the use of the USFA NFIRS 5.0 software.

NFIRS 5.0 Version 5.6

The NFIRS 5.0 Version 5.6 System Administration Tool is functionally equivalent to
Version 5.5.

NFIRS 5.0 Version 5.5

The NFIRS 5.0 Version 5.5 provides the same functions as offered in previous versions
5.4 and 5.3. In addition to user account and group maintenance, the NFIRS 5.0 Version
5.5 System Administration Tool has three components formerly within the Program
Administration Tool (as of version 5.3): the Codes Editor, the tool used to add and modify
Plus One Codes; and the Special Studies Editor, used to add and modify Special
Studies. The Chemical Editor enables the national level user to add and edit the
chemicals information and codes in the National Database. The user must have the
Program Admin permission to access these interfaces and to save changes made within
them.

A user with the State Admin permission assigned to their account can assign the Bulk
Import permission to users at their level and below, and access the Field Permission
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(Field Perms) button. The Field Perms interface enables the State Program Manager to
modify the default Field Level Security settings to prevent data from being released
publicly at the federal level when to do so would conflict with state and local jurisdiction
laws. The Design Documentation available at
http://www.nfirs.fema.gov/documentation/design/ lists the default System Security Field
Settings for the NFIRS 5.0 data fields, beginning on page 108.

The NFIRS 5.0 System Admin Tool Version 5.5 continues to automate password
management and enforces password format to meet FEMA's guidelines established to
ensure minimal risk to system and information access.

NFIRS 5.0 Version 5.4.2

The automatic deactivation of user accounts that have not had a login to the On-line
system within 60 days continues to support the DHS/FEMA security standard. In Version
5.4.2, an adjustment was made which will assist State Program Managers in resetting
Inactive status accounts: the 24 hour automatic deactivation has been removed. If an
account is reset to Active status, the user will have 60 days to login. The adjustment
allows the user longer than 24 hours to login with resets of these accounts. For complete
information and recommendations, refer to Section 3, User Maintenance.

The release of NFIRS 5.0 Version 5.4.2 in August 2007 included a minor change which
prevents users below the state level from creating groups. To create a group in the On-
line system, a user must be assigned to the State level group and have the write incident
Delete Group, which is a default permission. Also, in Version 5.4.2, the User
maintenance Window’s email address field has been lengthened to facilitate view.

Definition and Development of Groups

The hierarchical structure for group organization allows for ease in system administration
maintenance, enforces security at group levels, and distributes administration privileges.
The Group Hierarchy is in extended list form. Information in the Group Detail fields
changes according to the highlighted group.

The extended list is analogous to a tree. The state is the trunk of the tree, the county or
region is the branch, and the fire departments are the leaves (referred to as “nodes”
throughout this document). Because of the hierarchical nature of Groups, all groups end
at the FDID level. A group one level higher than another is referred to as a “parent” or
“parent group.” Parent groups are indicated by a yellow folder including a plus sign, and
FDIDs are indicated with a red fire hat icon.

Note: The administrator can view, add, and modify a group and/or node at his or her
level or below.

Fire Departments may be grouped several ways and should be created to facilitate the
management of System Administrators and Fire Departments. One method of grouping
Fire Departments is by region. Diagram 1.0 displays the Group Hierarchy for Mississippi
Training with the groups defined by region, then defined by county, and ending with Fire
Departments.
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Diagram 1.0

E’i System Administration Tool

Group Hierarchy |_ Selact All Groups Below

=4 Mississippi Training =
=4 Region 1
=4 Calhoun Co.
RS . 07001 : BATTLE CREEK WOL FIRE DEP i
""" A, 07002 : CHESAPEAKE CITY FIRE DEFT
""" A 07003 MADISON YOL FIRE DEPARTMEMT
""" A 07004 MEADOW GROVE RURAL FIRE DEPT
""" A 07005 NEWMAN GROVE YOL FIRE DEFT -

Groups may be created for Congressional Districts, counties, cities, etc. It may be
desirable to create a Group of Fire Departments for a large city and assign an
Administrator to the Group. In this manner, the State level Administrator can share the
workload of Groups and user maintenance through the sharing of administrative tasks
and enforcing group level security. Users can be associated with individual Fire
Departments and/or with Groups.

In order for a user to begin entering incident information with the NFIRS 5.0 software, the
fire department must be created and saved by using the System Administration Tool.
The administrator will need to create groups first, assign registered users to the
appropriate group, then activate each user’s status and set their permissions.
Periodically the administrator should check for new registered users.

2. Starting the NFIRS System Administration Tool

The System Administrator may start the NFIRS System Administration Tool one of two
ways: From the Start menu ... Programs ... NFIRSv56... System Admin Tool, or from
within the NFIRS Data Entry Tool, click on the Tools Tab on the Menu Bar and then click
on System Admin Tool.

When an administrator starts the NFIRS System Administration Tool, a pop-up window
“Setting Database Connection” appears (diagram 2.0) followed by a login window
(diagram 2.1). If the login window fails to come up, there is a configuration issue, which
must be resolved. Please refer to the NFIRS Configuration Tool User’s Guide
Documentation to solve configuration issues can found at the NFIRS Web Site:
http://www.nfirs.fema.gov/users/userdocs.shtm

Diagram 2.0
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Please Enter Your User Information

At the login window, the Administrator must enter their User Name, State, and Password
and then click on the OK button. Note: The Username, State and Password entered
must be the same values as those entered during the registration process. If an
Administrator registers under one name but tries to access the NFIRS System
Administration Tool under a different name, an error will be generated. The Cancel
button may be clicked to exit the System Admin Login Window.

The Administrator is allowed up to five consecutive failed login attempts after which the
system locks the Administrator’s account. Successful login after less than five failed
attempts will reset the failed login counter. If the Administrator’'s account becomes
locked, another Administrator at the Administrator’s group level or higher will have to
unlock the account using the NFIRS System Administration Tool.

Upon successful login to the database, the first window that appears is the Group
Hierarchy Window (diagram 2.3). Group maintenance is performed with the components
of this window. Depending on the user's permissions, additional buttons will be
displayed.

e The Release button will only be displayed if the user's Parent Group is 1 and the
user has been assigned Release Incident permission. For more information on
Releasing Incidents, refer to Section 5.

e The Other... button will only be displayed if the user has been assigned the Program
Admin permission. The Codes, Chemicals, and Special Studies interfaces are
accessed by clicking on the Other... button. For more information on these
interfaces, refer to Sections 6-8.
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¢ The Field Perm button will only be displayed if the user has been assigned the State
Admin permission. For more information on the Field Perms interface, refer to
Section 9.

Diagram 2.3 displays the main view of the System Admin Window, state of Training (TR).

Diagram 2.3
E%%System Administration Tool
Group Hierarchy [~ Select All Groups Below
=4 WFIRS - MFDG ﬂ T I
&

-~ +] Mlabarma Training e I
- +] Alaska Training
] Arizona Training Other I
- +] Arkansas Training
[+ BIU Beta Test — Releass I
: re= | 1if e Trmimi

Group Detail

Group |0 I?Ss Fio

Parent Group I i1 Saie I
Eield Earms I

State I'[H

FDIDI

Description !Training Areq

Cancel

L

2.1 Creating a New Group

When the System Administrator first opens the Tool, he or she will see the Group
Hierarchy Window (diagram 2.1.0). To create a new Group, the Administrator
must click on the Parent of the new group to be inserted and then click the New
push button. In the white message box at the bottom of the screen, Requesting
New Group Number will be displayed. The system retrieves a new Group ID
which will be displayed in the Group ID field. The description field clears.

The Administrator enters the description of the new group in the Description
Field. If the new group is a Fire Department and will be an end node, enter the
new group’s FDID number. If the new group is not an end node, leave the FDID
field blank.

Click on the Save push button to save the new group or node. A message will
be displayed: “User Group Insert Successful.” The System Administrator is
returned to the Group Hierarchy in collapsed form. The System Administrator is
then ready to begin assigning users to the group.
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Diagram 2.1.0

Eé;f’,% System Administration Tool
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Save

Eield Fenms
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sl

Cancel

The following table outlines the steps for adding a node to the Group Hierarchy.

To Add a Group to the Hierarchy:

Step Action Result

1 Click on the Parent group of the new | Parent Group becomes
group. highlighted.
2 Click on the New push button. The system retrieves next
available Group ID number.
The Description field clears.
3 Enter the Group's Descriptor in the Group name is recorded.
Description field. Note: FDID is only
entered if the node is a fire
department and is to be the bottom
the Group Hierarchy.
4 Click the Save push button. The Group Hierarchy
collapses and the node is
added.
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Moving a Group

To move a group from one parent group to another, first note the Group ID for
the new parent group. Click on the group to be moved. When the group is
highlighted, the Parent Group field becomes editable. Enter the new Parent
Group ID. Modify the Description field if desired. Click on Save. When the new
information is saved, the message “User Group Changes Saved” will be
displayed in the white message box at the bottom of the window. The System
Administrator is returned to the Groups Hierarchy Window.

Note: A Parent group that has child groups within it should not be changed to an
end node (FDID). Changing a parent group to an end node causes its original
nodes to be removed from the hierarchy. These former end nodes will need to be
manually deleted from the On-line System (contact the NFIRS Support Center).

The Group Detail Fields

Below the Group Hierarchy Pane, there are five fields for Group Details: the
Group ID number, the Parent Group ID number, the State, FDID number, and a
field for the description of the group. When the administrator highlights a group
in the hierarchy, the corresponding information will appear in the fields.

2.3.1 Group ID

The Group ID is the number that distinguishes a group from all others in
the hierarchy. The system assigns Group IDs when the administrator
creates a new group. The Group ID field is not editable.

2.3.2 Parent Group

The Parent Group number will be displayed when the user highlights a
group in the list. The Parent Group is the group one level above the
highlighted group. For example, in diagram 2.3.2.0 the Parent ID for
Region 1, when highlighted, is 6795, Mississippi Training. Region 1 is
the parent for Calhoun Co., and Calhoun County's Parent Group ID is
16023. Calhoun Co. is the parent of Battle Creek Vol. Fire Dept.,
Chesapeake Vol. Fire Dept., Madison Vol. Fire Dept., and Meadow grove
Rural Fire Dept. When highlighted, each of these group's Group IDs will
display in the Group ID field.

A fire department cannot be a parent for another group, for example, a
station.
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Diagram 2.3.2.0

E‘g System Administration Tool

Group Hierarchy [ select All Groups Below
= _A Mississippi Training | T
EI I:E|".Heg|n:un 1 =
Key Walues
i A, 07001 : BATTLE CREEK WOL FIRE DEPT
M, 07002 : CHESAPEAKE CITY FIRE DEPT ——
A, 07003 : MADISCM YOL FIRE DEPARTMEMNT —_
A, 07004 : MEADOW GROVE RURAL FIRE DEPT = Release |
Group Detail
Group 1D I-] F513 Hewy |
Farent Group ID I-] G023 S ave |
Ereld Ferms. l
State ITR
FLIL |
Crescription ICEI”"IEILIFI o

Cancel

2.3.3 State

The standard, two-letter state abbreviation defaults in this field according
to the administrator’s state.

2.3.4 FDID

FDID is the Fire Department Identifier that is assigned by the state.
Note: Only the end node groups, Fire Departments, will have FDIDs
assigned. Once created and saved, an FDID number cannot be edited.

2.3.5 Description

The Description field is a free form text field in which the administrator
enters the description of the group being defined or modified. The field is
not case sensitive and has a maximum of twenty-five characters. The
Description can be changed at any time by editing the field and clicking
Save. Or, an FDID Information file can be imported to overwrite the
existing Description.
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3. The User Maintenance Window

The User Maintenance Window (diagram 3.0) is accessible by clicking the Users push
button on the right of the Group Hierarchy Window. The Administrator can only access
users that are at or below the group associated with the Administrator’s login. For
example, an Administrator associated at the State-level Group may administer, activate,
or modify users at the State-level and below; an Administrator associated with a County-
level Group may administer users at the County-level and below.

Diagram 3.0

[ User Maintenance (User Group: 6546)
User List

GrouplD Lsername
G546 TESTO7 249

Last Mame

User Detail = Al

Uzername State Group D Status o
[TESTO729 TR [6545 Active |5 o setiitr @0
First Hame bl Last Hame " Inative Only
IIEST I |user " Administratars
Phone Email (" Bad Logins
[(444)444-4444 |testuserg@fema.gov

Laszt Lagin # Bad Logins

[10:07/2002 173040 (0 Resstloging |

Fazamard Last Changed

|1DIDTIQDDE 1733 [ Mlust Change Password Change Pasamard | Set Permissions |

Delete | M e Save Frint: IFDrmaﬂ:Ed Text LI To File |
Close |

[# Users (111

To view all users within a specific group, highlight the group and check the Select All
Groups Below check box (located on the Group Hierarchy Window). The User
Maintenance Window will be displayed, and in the User List Pane will be the users for the
specified group level. The list may further be defined by checking one of the five check
boxes below the User List on the right: All (users), No Activity (60 days), Inactive Only,
Administrators, Bad Logins.

The User Maintenance Window provides administrators the ability to view and modify

user-specific information. The administrator can create, activate, and delete a user,
modify user information, reset logins and passwords with the components of this window.
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When the Administrator opens the User Maintenance Window, the users who have
registered using the NFIRS Web Site will be listed with their State’s level Group ID, with
Inactive status.

A user must be moved to their appropriate group or Fire Department and activated before
he or she can begin entering incidents. If a user has not registered through the NFIRS
5.0 Web Site, the administrator must obtain and manually enter the user-specific
information in order to create the user in the system.

3.1 Creating Users

To create a user, click on the New button. All editable fields in the User Detail
fields will be cleared and the Administrator can enter user-specific information.
Yellow highlighted fields are required fields and must be filled out. Required
fields include User Name, User State, Group ID, First name, Last name, Phone,
Email (if user does not have an email address, enter NONE). Optional fields
include Status (Active or Inactive), MI (middle initial), and Must Change
Password.

The Administrator will enter the Group ID to which the user will be assigned.
When all required fields are filled out, click the Save button. The new user
information and group assignment will be saved.

To activate the user, click on the Status drop down box. Select Active. Click
Save.

If a user is not active for sixty days, the user account will be automatically set to
Inactive. The User List can be sorted by Active status users, Inactive status
users, users with System Admin permissions (Administrators), and users with
bad logins. It is recommended that State Program Managers or their System
Administrators periodically review the list of Inactive users and delete
unnecessary user accounts, or contact the user if necessary.

3.2 Adding Users to Groups

If the user registered through the NFIRS Web Site, his or her name and user
specific information will appear in the Group List. To add or move the user to a
group, highlight the user’s name in the Group List. User-specific information
populates the fields of the User Detail Pane. Highlight the Group ID field. Type
in the Group ID to which the user will be assigned.

Click the Save button to save new user information.

To activate the user, click on the Status drop down box. Select Active. Click
Save.

3.2.1 User Login Buttons

To view or change user login information, the Administrator must first
highlight the desired user name in the User List Pane. When the user
name is highlighted, the last login date will be displayed in the Last
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3.2.2

Login field. The last login is recorded for all NFIRS 5.0 On-line or web
based services: the On-Line client software, NFIRS 5.0 User login web
page, login to the Bulk Import Utility, or to the NFIRS 5.0 Web Based
Reporting site. Two push buttons, # of Bad Logins and Reset Logins
provide the Administrator the capability to view the number of bad logins
and to reset the login counter for the specified user.

After five unsuccessful login attempts, the user’s account will become
locked. The user must contact the Administrator to report and resolve
the issue. The Administrator may reset the login counter by first
highlighting the user’'s name in the User List Pane. Click the Reset
Login button. The user will have five attempts at the next login before
the account locks.

The accounts of users who have not logged in to the On-Line system in
60 days will be automatically deactivated. These users must contact a
System Administrator or the NFIRS State Program Manager to have their
account status reset. To re-activate their account, highlight their name in
the User List Pane. Click the Status drop down box and select Active.
Click Save. Or, if the account is no longer necessary, it can be deleted.

User Passwords and Password Management

When a new user registers through the NFIRS 5.0 web site, the
password entered must comply with FEMA IT’s Information Assurance
guidelines, outlined below, which were established to minimize risk of
access of critical IT systems and their information.

= All passwords must be at least eight (8) characters in length.

= All user-chosen passwords must contain at least one non-alphabetic
character such as a numeral (0-9).

= All computer system users must choose passwords that cannot be
easily guessed. Passwords must NOT be related to the user's job,
personal life, for example, a car license plate number, a spouse's
name, or an address. Passwords must not be a word found in the
dictionary or some other part of speech; for example, proper names,
places, and slang must not be used.

= Never store passwords online, or write them down and place them
near the computer.

= Passwords and login IDs are not to be shared with anyone. It is the
responsibility of the users to maintain the confidentially of their
passwords. Users are responsible for actions and events resulting
from the disclosure of personal passwords.

= Change your password every 6 months or sooner if the system
permits (every 90 days is recommended).

The NIRS 5.0 client software enforces a password change every 89
days. Also, users can change their passwords at any time from within the
Data Entry Tool. In the Main View Screen under the Advanced Menu,
there is a Change Passwords option for all users.
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3.2.3

New NFIRS 5.0 Users

When a new user is manually created, the password will default to the
user’s Username. Upon initial login, the user will be required to change
the password. The Administrator may change the default password by
clicking on the Change Password push button. When the Change
Password push button is pressed, a pop-up window (diagram 3.2.2.0)
will appear providing the Administrator ability to change the user’s
password.

Note: The Administrator may only change a user’s password after the
user information has been saved.

To change a user’s password, first select the desired user in the User

List Pane. Type in the new password. Retype the password to confirm.
Click the OK button. Click on Change Password button.

Diagram 3.2.2.0

[;g Change Paszword

Password: I (a1t

Canfirm Password: | Cancel

Enter and confirm new password

When a new user registers through the NFIRS 5.0 User Registration
Page, they must specify a password. If the password does not meet the
necessary format, an error will be displayed and they will be prompted to
enter another password.

Note: The Administrator cannot recover the initial password a user
entered during NFIRS Web Site registration if the user misplaces it. The
Administrator can only set or change a user’s password.

Set Services Permissions

The Set Permissions push button provides the Administrator an
interface to modify NFIRS Database users’ permissions. Click once on
the Set Permissions push button for the Services Permissions pop-up
window to appear (diagram 3.2.3.0). A check box accompanies each of
the eighteen permissions or services available.

Seven permissions will be checked by default, as shown in Diagram
3.2.3.0.
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At this time, these four reporting permissions Report Submit, Report
Fetch, Report Templates, and Report Generate are the necessary
permissions for a user to access the web-based Summary Reports
Output Tool. A user who does not have access to the USFA client
software may be assigned the four reporting permissions and be
restricted to the NFIRS 5.0 Web-based Reporting site. The reports can
be generated on the data set available to the user, i.e., the data set at or
below the user's Group assignment.

The permissions for System Admin, Program Admin, and Release
Incidents should be reserved for users who will have system
administration responsibilities, including user account maintenance at
and below their group assignment, creation and maintenance of Plus
One Codes and Special Studies.

The Bulk Import permission should be reserved for those users who will
be sending files to the National Database via the Bulk Import web
interface. The USFA Client software is not necessary to use the Bulk
Import Utility. The Bulk Export permission should be reserved for those
users who must access the incident data at their group level and below
but do not have the USFA NFIRS 5.0 client software. A user can be
assigned the Bulk Import Tool permission exclusively.

Note: If the user has access to the System Admin Tool, he or she has
access to all available privileges of a System Administrator, including
modifying permissions of other user at or below his level.

Diagram 3.2.3.0 on the next page shows the Services Permissions
window with default permissions, with the exception of State Admin.

Diagram 3.2.3.0
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4 User Permissions s %
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Note: Diagram 3.2.3.0 shows the default permissions for a new user.
The Administrator can change these permissions by removing the check
from the desired box, or check the desired permission to add.

After the appropriate permissions have been checked, click the OK
button to save the permissions to the user. Clicking the Cancel button
returns the user to the User Maintenance screen without saving
changes.

The services or permissions available for assignment to users are
defined below. Following the list is a section explaining permissions that
can be assigned to users who will not be using the USFA software.

Startup: provides the user the ability to connect to the National Fire Incident
Reporting System Database only.

Read Incident/FD: provides the user the ability to query incidents and Fire
Department Information from the NFIRS Database.

Write Incident/FD: provides the user the ability to enter or update incidents and
Fire Department information into the NFIRS Database.

Delete Incident: provides the user the ability to delete incidents and Fire
Department Information from the NFIRS Database.

System Administration: provides the user the ability to use the NFIRS 5.0
System Admin Tool.

Program Administration: provides the user the ability to use the NFIRS 5.0
Program Admin Tool, and save changes made with the Codes and Special
Studies editors accessible from the System Admin Tool.
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Version Updates: provides the user the ability to download NFIRS Client Tools
updates from within the NFIRS Data Entry /Validation Tools menu. Users will be
notified if this utility can be used for a particular update.

File Transfer: provides the user the ability to transfer Incidents from a flat file to
the NFIRS Database.

Release Incidents: provides the state level user the mechanism to release
incidents for National Trending by the USFA.

User Validation: provides the user the ability to revalidate user information and
change passwords after 89 days when prompted.

Web Page Area: provides the user the ability to login on to the NFIRS 5.0 User
login page on the NFIRS 5.0 web site, http://nfirs.fema.gov/

Log Retrieval: provides the user the ability to view the events, exceptions, and
stats log files. These files can provide important information for troubleshooting.

Report Submit: provides the user the ability to access the web-based Summary
Reports Output Tool on the NFIRS 5.0 web site.

Report Fetch: provides the user the ability to retrieve reports generated from
web-based Summary Reports Output Tool on the NFIRS 5.0 web site.

Report Templates: provides the user the ability to create and save templates for
reporting similar incidents within the group or department.

Report Generate: provides the user the ability to generate web-based Summary
Reports Output Tool on the NFIRS 5.0 web site.

Bulk Import: provides the user the ability to login to the Bulk Import utility web
page area and place files on the Bulk Import Utility server for processing without
using the USFA Client software.

Bulk Export: In future versions, will provide the user the ability to login to the
NFIRS web page area where the Mass Export will be located, and export at or
below the group level to which the user is assigned.

State Admin: provides the user the ability to assign Bulk Import permission. This
permission must be assigned by a National Level User.

View Only Permissions

A user without the need to report or modify a departments' incident data can be
assigned the Start Up, Read Incident /FD to be able to login to the Data Entry
Tool and view the Fire Departments and incidents available to the user's group.
To generate reports using the web-based Summary Reports Output Tool on the
NFIRS 5.0 web site, the user account must have the four reporting permissions
assigned to it: Report Submit, Report Generate, Report Templates, Report Fetch.
Refer also to section 3.4, View Only Permissions for information on creating a
group for which a user can view only.
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The Bulk Import permission, assigned exclusively, enables the user to access the
Bulk Import Utility web page area and upload files to the National Database.

The Bulk Export permission, assigned exclusively, enables the user to access
the Bulk Export in the Reporting web page area to create a flat file or Excel
format file of the data in the National Database at their level and below.

Modifying Users

To modify user information, click on an existing user in the User List Pane.
When the user is selected, the User Detalil fields will be populated with the user’s
specific information. All values except for the username can be modified.

e To modify user information in a text field, highlight the text and type in new
information. Click Save.

e To activate a user, highlight the user to be modified. In the User Detail Pane,
click on the Status drop down box. Select Active to insert into the Status
field. Click Save.

e To require the user to change passwords upon next login, check the Must
Change Password check box.

e Toreset the user’s bad login count, click the Reset Login button.

System Administrators are urged to review the list of user account periodically
and delete user accounts that have become Inactive, or contact the user and
inquire about the status of reporting.

Moving a User

To move a user from one group to another group, in the Group Hierarchy
Window the Administrator must highlight the group level or group the user is
associated with; for example, the State. Check Select All Groups Below box.
Click the Users button. In the User List Pane, all users (active and inactive
status) will be displayed. Highlight the desired user to be moved. User-specific
data populates the fields of the User Detail Pane. Highlight the user’s Group ID
and type in the desired new Group ID. Click Save. Note: Both the Group
Hierarchy Window and the User Maintenance Window can be opened and
arranged to view concurrently for accuracy.

View Only Permissions

Occasionally a user may request the ability to view a county or several
departments that already exist in the hierarchy without the need to report or
modify those departments' incident data. A separate folder can be created on the
tree and the desired departments can be added to the folder. The FDID and
Departments' Descriptions must be named exactly as they appear in their original
location in the hierarchy. The user will need an separate account assigned to that
folder, without the permissions System Admin, Delete Incident, Write Incident,
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File Transfer, or Bulk Import. The incident counts will not be duplicated when
generating statistical reports.

Deleting a User

To delete a user, highlight the user in the User List and click on the Delete
button. A pop up box will appear which shows the user’s name and state. Click
Yes to delete the user permanently from the list. Click No or Cancel to return to
the User Maintenance Window without deleting the user.

The administrator may periodically see a duplicate registration. In the event that
a user makes a duplicate registration, the administrator can delete the duplicate
from the User List. Users need to be notified which Username is active.

After sixty consecutive days without a login to the On-Line system, active user
accounts are reset to Inactive status. The user must contact their State Program
Manager or System Administrator and request the account be re-activated. It is
recommended that the State Program Manager review the Inactive list
periodically and delete unnecessary user accounts.

Note: The administrator cannot delete groups, only users.

Miscellaneous Components

Several components of the User Maintenance Window facilitate user
maintenance and user list organization. Five check boxes (diagram 3.6.0)
control how the User List is sorted and displayed. The System Administrator can
choose to display the list of All users, users with No Activity (60 days), users
with the status Inactive Only, users at the Administrators level, or users with
Bad Logins.

Diagram 3.6.0
i+ Al
= Ho Activity (50)

" Inactive Only
" fdministrators

" Bad Lagins

The Delete, New, and Save buttons (diagram 3.6.1) are used to delete a user
from the list (an irreversible action), to add a new user manually to the User List,
and to save user specific information.

The Print drop down box allows the administrator the ability to save the User List

in Formatted Text or Excel file format. Note: Files formatted for Excel will require
Excel on the user’s PC to open and view.
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The To File button allows the Administrator to save the user list to a specified
location. When the To File button is pressed, the Save User List To pop up
window appears. The administrator chooses a location to save the file. The
default location is in the NFIRS root directory. Name the file and click Save. The
files may be opened with NotePad or WordPad as well as any word processing
program. They may also be imported to an Excel spreadsheet.

Diagram 3.6.1

Delete | Heww Save Frint. |Farmatted Text ;I Ta File |

Cloge |

[# Users (34/34)

The Close button when pressed closes the User List Window and returns the
user to the Group Hierarchy Window. The white rectangular box at the bottom of
the screen displays messages pertaining to the display and actions taking place
in the User List Window.

4. The Release Incidents Window

By releasing a 5.0 incident or incidents, a state (or fire department) is allowing the USFA to
use the incidents' data in National Trending reports and statistical information. Once an
incident is Released, the incident can be accessed and viewed in the On-line database,
however, the Released incident is not editable.

If a user wishes to edit a Released 5.0 incident, a State level user or System Administrator at
the state level assigned the Release Incident permission must "Unrelease" the incident to
allow editing. After the incident has been modified, the incident must be released again.

Valid, 4.1 Data incidents are automatically Released when sent to the National Database. To
update or modify a 4.1 incident, the Program Manager or user with Release Incident
permissions import the updated incident with Overwrite Incidents specified. Note: The 4.1
incident that is Un-released, opened, and saved will be validated against 5.0 rules.

4.1 Release Incidents Permissions

A user at the US level must assign the State Program Manager the Release Incident
Permission and assign the Program Manager to a level whose Parent Group ID is 1.
Program Managers may request the Release Incident permission to be assigned a
user(s) who will assist in releasing incidents. When a Program Manager or System
Administrator with the Release Incident Permission opens the System Admin Tool,
the Release button will be available on the interface.

Note: the File Transfer permission, which is assigned by default at the time of a
user's account activation, allows users to send a flat file to the National Database in
order to report incident data. The Release Incident permission is not assigned to any
user by default.
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A specific level of security has been assigned to each field in all modules to ensure
that sensitive information is not released. The security level is the highest level at
which the data in the field may be released from the national system. The list of
security levels is in the Data Dictionary in the Design Documentation,
http://www.nfirs.fema.gov/documentation/design/ beginning on page 108. States do

have the option to change the security level of a field if necessary to meet specific
state laws

To Release an Incident:

The following section refers to the client software Release mechanism. To
release and unreleased incidents using the Web-based NFIRS System Admin
Tool, refer to: http://www.nfirs.fema.gov/webtools/

When a Program Manager or System Administrator with the Release Incident
Permission opens the System Admin Tool, the Release button will be available
on the interface. After clicking on the Release button, an Incident Date Range
window will be displayed (diagram 4.2.0). Specify a date range for which all
incidents will be released, or the range in which to search for incidents to be
released. Note: When releasing a large quantity of incidents, the return message
occurs after the setting for each incident has been updated in the database, so
the return message may not immediately be displayed.

Diagram 4.2.0

Eﬁfﬁ; Release Incidents M=l

Incident Date Range
Start Date: Stap Date:

Release I

Unrelease I Cloze |

The Incident Date refers to the date in the incident's Key Information - Section A.
For example, if the Program Manager specifies the range: Start Date 06/01/05
and Stop Date 09/01/05 and clicks the Release button, all incidents with a Key
Information date from June 1, 2005 to September 1, 2005 will be released.

In order to update a released 4.1 or 5.0 incident, an Add transaction must be
imported with Overwrite Existing Incidents specified in the Configuration Tool or
Bulk Import Tool. Or, to manually edit a released 5.0 incident using the Data
Entry Tool, the Program Manager must "unrelease" the incident. Note: 4.1
incidents are validated against 4.1 rules, converted to 5.0 format, and flagged in
the database as 4.1 incident data. If a 4.1 incident is unreleased, opened and
saved, it will be validated against 5.0 rules.
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To Unrelease an Incident:

In the System Admin Tool, click on the Release button. Specify the incident's
date or a range of dates for several incidents. Click on the Unrelease button. The
Unrelease Incident Window will be displayed (diagram 4.3.0). Select (highlight)
the desired incidents to be Unreleased and click on the blue down arrow to move
the selected incidents to the lower portion of the window. Click the Unrelease
button. The status of the incidents will be changed and they can be edited using
the Data Entry Tool.

A maximum of 1000 incidents can be Un-released at one time.

Note: A released 4.1 incident that is opened will be validated against 5.0 rules
when saved and closed.

The Program Manager can verify an incident has been released by opening the
Data Entry Tool and retrieving a released incident and opening it. The data will
be displayed in the modules' fields but will be grayed out. The incident cannot be
edited.

Diagram 4.3.0

ar - -
ﬁiUnrelease Incidents Selection

FOID | State | Date | Incidant# | Exp |

43 11|

FDID | State Date Incident # | Exp

Selected Incidents

Search Criteria FDID Lookup |

Incident Humber Exposure Mumber

I I Search |

State Incident From Date Incident To Date

|TR | [ il ke ditie d neidents

Unrelease I Cangel

5. The Codes Window

The Codes Window is accessed by Clicking on the Other... button in the System Admin
Tool main view.

JULY 2007
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The Codes Window enables the National level user to create, modify, and delete code
categories from the National Database, and enables State Program Managers and their
System Administrators to implement Plus One Codes within their state. The Program
Admin permission is necessary for the user to save changes made when making code
categories and Plus One codes.

Plus One Codes

The fields that support a Plus One code have a fixed maximum size which allows the
potential extra digit of the new code. A Plus One code may be implemented to allow
many additional, more specific values to be defined by local departments or states for
their own uses. When a plus one code is imported to the USFA National Database, only
the national length code is used for analysis.

For complete information on the Plus One Code requirement for NFIRS 5.0 transaction
file fields, refer to page 131 under "Coded Fields" and "Multiple Choice Fields" in the Flat
File Transfer Format section of the Design Documentation, available at:
http://www.nfirs.fema.gov/documentation/design/

For example, a state or Fire Department may wish to further define the national length
description for a Mobile Property Type to specify when an electric vehicle is involved in
fires. In the Mobile Property Type codes, the national length code (10) Passenger Road
Vehicle, Other, could have a Plus One Code added for (101) Electric Vehicle. Or, the
national length code (13) Off-road Recreational Vehicle could have a Plus One Code
added for (131) Golf Cart.

When the new plus code is first created, it may take fifteen to twenty minutes to be re-
cached and appear in the Data Entry Tool.

Off-Line users must perform User Injection to obtain new codes that are implemented
and saved to the National Database.

5.1 Creating a Plus One Code

To create a Plus One code, Click on the Other... button the click on the Codes button.
The Codes Category Editor will appear. The national level code categories are assigned
a standardized, numeric number, which are displayed in the left side of the window, and
their descriptions will be displayed in the right side (diagram 5.1.0). A scroll bar on the
right of the window enables the view of all available codes for the category.
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Diagram 5.1.0

Code Category ID | Code Category Descriptian |
100 Incident Type il
101 Aid Given ar Received
102 Actions Taken
103 Detector Alerted Occupants
104 Hazardous Material Released
104 Mixed Use
106 Property Lise
107 On-Site Materials =

Code Category I

Uszer Group IDI Edit |
Matianal Lengthl Save |

Deseription I

Statuz IACNVE LI Claar

Select the parent code group in which the new Plus One code will be created, for
example, Property Use. System information for the highlighted code category will be
displayed in the Details fields. For example, the system information for Property Use that
will be displayed is: national Code Category ID (106), the User Group ID (defaults to the
user's system assigned group ID), National Length (3), which states the specified length
for the code category, and the code's Description as it appears in the code look up
information (Property Use). The Status box displays whether the code category is Active
or Inactive.

Click the Edit button (not the New button). The Codes Lookup window will display the
existing codes for the selected category .For example, diagram 6.1.1 on the following
page shows the Property Use category.
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Diagram 5.1.1
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In the Code Lookup window, click on the plus sign to extend the view of all codes for the
category. Or, use the selection feature: select the Numerical radio button, enter a code,
and click the Select button. If the desired code is not numeric, select the Alphabetic
radio button, type in the Decode Value (description) and click the Select push button.

Click on the desired national length code from which a new code will be assigned
(example: 111, Bowling Alley). The selected code's system-assigned information will
populate the fields in the lower portion of the window.

Click on the New button. The information fields will clear. Enter the Code Value. This will
be the new, numeric code (or alpha, alpha numeric depending on the parent code's
format). Enter the Parent Code. Enter the Decode Value, which is the description the
user will view. There is a fifty character maximum length for the Decode Value. Set the
Status to Active to implement the code. Click Save to save the new information. The
message window in the lower left will display: Updating code information.... Information
saved successfully. The code hierarchy will collapse and when extended, the new code
will appear under the parent code value. The new Code will be saved and you will be
returned to the Code Category Editor.

To Delete a code, highlight the code and set its status to Inactive. The user will be
prompted to confirm the delete action, which is not reversible. To clear the information
from the fields, click Clear. Click Close to close and exit the Code Category Editor.
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Note: On-Line Users may not view the new code until the next day when the system has
re-cached the new information. Off-line users must perform User Injection to update their
local Codes Lookup information.

The steps to create a Plus One code are outlined below.

Step Action Result

1 Log into the System Admin Tool. The System Admin Tool opens
Highlight the group for which the Plus | The desired group level is
one code will be visible. specified.

2 Click on the Codes push button. The Codes Category Editor

window is displayed.

3 Select a Code Category in which the | The desired code will be
plus one code will be created. highlighted and its information

will be displayed in the fields
below.

4 Click the Edit push button. The Codes Lookup window
will be displayed.

5 Highlight the parent for the Plus One | The parent code information

code about to be created. will populate the fields,

6. Click the New push button. The fields will clear, and the
user Group ID will be entered
automatically. Users at this
group level will view and have
access to the code..

7 Enter a Code Value The numeric or alpha numeric
code will be established for the
new code.

8 Enter a Parent Code Value The parent code will be
specified.

9 Enter a Decode Value The new code Description will
be specified.

10 Click Save The hierarchy view will
collapse and the new Plus
One code will be saved.

5.2 Deleting a Plus One Code

Locate and highlight the desired Plus One code. When the Plus One code's information
has populated the fields, set the Status to Inactive. A message box will appear confirming
if you wish to set the status to Inactive, which will delete the code. Click Yes. This action
is not reversible.

6. The Chemicals Window

The Chemicals Editor enables the national level user to add, modify and delete chemicals and
their associated information from the National Database. The Chemicals window is accessible by
clicking on the button named: Other... the table of chemicals will be displayed when the user
enters a letter or two into the Chemical String Search field.
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7. The Special Studies Window

The Special Studies Window enables the State Program Manager or System Administrator to
create, modify, and delete a Special Study and its codes from the National Database.

The Special Study codes information must be created and saved to the On-Line system in order
to make the codes selection available to the USFA client software user in the Basic Module's
Special Studies Tab, E3 fields. Having the code saved in the National database also allows third
party transaction files containing the Special Studies information to be validated at the National
level. The Special Study code, if present in a 5.0 transaction file, is contained in the record Type
1060 with the Basic module Information. This record must contain the unique system-assigned
Special Study ID number for the record and the codes it contains to be validated upon import to
the National Database.

Special Studies may be created for state-wide use, a county or region, or a single FDID. When
the Special Study is created, a date range is specified which determines the availability of the
Special Studies selection according to the Incident Date.

Each login level has a Key Value assigned to and can be identified by the system-assigned User
Group ID in the Key Values Window of the System Admin Tool. The Key Value assignment
ensures no duplicate Special Studies IDs are created and no Special Studies |Ds are overwritten.
Key Values may be viewed and edited by clicking on the Key Values button from the System
Admin Tool.

If a user attempts to create a Special Study and receives the following error: "Your user group is
not set up to add Special Studies, contact your System Administrator to request assistance, " the
key value must be established for the user's group. State Program Managers or System
Administrators with state level login and Program Admin permission can establish the key value,
or contact NFIRS support.

Examples of Special Studies

Two examples of Special Studies are as follows: a study to collect information on a particular type
of sprinkler system: its brand and if it operated successfully or unsuccessfully. Another example is
a study to collect information on historical properties involved in fires: the type of property:
residential, commercial, or other type; and if the property was operating or vacant.

The following sections provide complete instructions on creating a Special Study. Users creating
a Special Study are recommended to plan the group level for which the study will be available,
the name of the Special Study, the date range the special study will be effect, and the
descriptions for the selectable codes the user will see in the Codes Lookup box. For example:

e The name of the Special Study will be "Historical Properties Involved in Fires".

¢ |t will be available state wide (all departments may view and select its codes in the Basic
Module)

e The study will be conducted for the current year (Start Date: 01/01/2006, Stop Date:
12/31/2006)

e The selectable codes will be: (1) Residential and inhabited, (2) Residential and
uninhabited, (3) Commercial and operating, (4) Commercial and operating, (5) Other
space or other structure type.
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The System Administrator will first create the Special Study, and then create the codes that users
will select to represent applicable data.

7.1 Creating a Special Study and its Codes

Open the System Admin Tool and click on the Other... button. Click on the Special
Studies button. The Special Studies Lookup window will appear (diagram 7.1.0).

The upper portion of the window displays the Special Studies ID, Name, and date range
for the study for Special Studies saved in the National Database. Two radio buttons,
Applicable Studies and All Studies enable the user to retrieve the Special Studies that
are applicable only those studies that are Active status or all studies available to the
user's group. The fields on the lower left portion will display information for a selected
study. Buttons on the right of the window enable the user to create a New study, Edit
Code values (by accessing the Codes Lookup utility), Save new codes or modifications,
and Clear the information fields. The Cancel button will close the window without saving
changes.

Diagram 7.1.0

E%' Special Studies Lookup H=] 3

D | Mame | Start Date | Stop Date |

fed Al Studies

Special Study ID I New

Uzer Graup 1D I Edit Codes |
Start Date I Save |

Stop Date I Clear

tdax Length I

Status [active =l

Deszcription I

Cancel

To create a Special Study, click the New button. The system assigned ID for the study
will be entered automatically in the Special Study ID field. The User Group ID will be
entered automatically in the User Group ID field (as shown in diagram 8.1.1). Note: each
login level has a Key Value assigned to it to ensure no duplicate IDs are created and no
IDs are overwritten.
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The Start Date and Stop Date will default to the current day. Modify the Start Date and
Stop Date fields as desired to establish the date range for which the Special Studies will
be available to the user for reporting.

Enter a Description (50 character maximum length value). Click Save. The message bar
will state the status: "Changes are being saved...," "the Display is updating..." and finally,
"Special Study Information Saved Successfully." After Special Study has been saved in
the National Database, and follow the steps to create the supporting codes for user
selection.

Diagram 8.1.1

E%Special Studies Lookup [_ (O] x|
I | Marme | Start Date | Stop Date |
21 Thermallmaging Camera 0853072000 0aranrant ;l
20 Test2 Ages a7s30/2000 Q¢30/2000
19 Test Special Study 0g/30:2000 n9r3oizo00
5508 Detector Grant 0553072002 05/3072002
506 Special Studies Test 0852072002 0973072002
5504 Structure Fire, Barn {11213 09/01/2000 n9/01i2001
4 Address Type 045211999 0452871999
A4a01 Accident, Animal 08s0172000 Q90152000
1 Testing Tracking 0452111999 052271999 -

" Applicable Studies % All Studies

Special Study 1D |1 oo =

User Group IDIggg Edit Cades |
Start D ate IDGIU’]IEUDQ Save |
Stop Date IUGI3U."2003 Clear |

Max Length |1

Description |Hist0rica| Praoperties Invalved in Fires|
Status [s.ctive =l

Cancel |

Creating the Code Values
Locate the new Special Study in the list and click once on it to select it. Click on the Edit

Codes button. The Code Look up window will be displayed and in the pane will be the
Special Study that was just created, as shown in the example in diagram 7.1.2.
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Diagram 7.1.2
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Highlight the Special Study name in the Codes Lookup window and click the New button.
The User Group ID will be entered automatically. Enter a Code Value, This will be the
numeric or alpha numeric code that is associated with the code value, and it must be
length specified when the Special Study was created. Leave the Parent Code field
Blank. Enter the Decode Value, which is the description the user will see in the Special
Studies Lookup box. Click Save. Diagram 7.1.3 shows the Code Lookup window with a
defining code (1) Residential and uninhabited that has been created and is ready to be
saved.

Diagram 7.1.3
EZ Codes Lookup E x|

------- L @Historical Propedies Involved in Fires

% MNumerical Alphabetic

Alpha Search

Code ‘Jalue|1 [T

Uzer Group 1D Iggg Clear |
Farent Code I Save |

Decod= Value [pegidential and uninhabited|

Status [active =

|Cude Infarmation Saved Successtully
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To create an additional code to define the study, repeat the steps taken in the Code
Lookup window: highlight the Special Study, click Edit Codes button, enter the code value
and Decode Value, and click Save. Diagram 8.1.4 shows the Code Lookup window with
an additional code, (2) Commercial and Operating, that has been created and is ready to
be saved.

Diagram 7.1.4

Eg_g Codes Lookup E

BRI Historical Properties Imolved in Fires
~-# (1) Residential and uninhabited

% Numerical 1 Alphabetic

Alpha Search

User Group I |938 Clear I
FParent Codel Save |

Decode Value |Cnmmercial and operating

ST |P«ctive =]

An outline of the steps necessary to create a Special Study and its codes follow Section
7.2.

7.2 Modifying Codes in an Existing Special Study

To modify a Special Studies code, open the System Admin Tool and click on the
Other...button, then click on the Special Studies button. The Special Studies Lookup
window will appear. Select the All Studies radio button to display all available Special
Studies. A scroll bar on the right of the window enables the view of all available Special
Studies.

Select (highlight) the desired Special Study. Click on the Edit Codes button. The Code
Lookup window will be displayed and list the existing codes for the selected study. Note:
if an error message displays in the lower left message bar: "exception during Special
studiesLookupViewActionEvent null, " verify the desired Special Study is highlighted.

To modify a code, in the Code Lookup window, highlight the desired code. The details for
selected code will populate the fields (the Parent Code field may be blank). Place the
cursor in the field that needs to be edited and type in the correction. Click Save.

To add a code an additional code to for the selected Special Study, in the Code Lookup
window highlight the name of the special study. Click the New button. The detalil fields
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will be cleared. Enter the criteria for the new code. The Code Value is the actual numeric
(or alpha-numeric) code the user will select and enter in the named Special Studies
Value field in the Basic module. The User Group ID will be entered automatically, and a
parent code entry is not necessary. Enter a Description (maximum 50 characters). Click
Save. The New code will be added to the Codes Lookup list for the selected Special

Study.

The following table outlines the steps to create a Special Study.

Creating a New Special Study and its Codes

Step
"

Action

Open the System Admin Tool and
click on the Other... button, then click
on the Special Studies button

Result

The System Admin Tool's
Special Studies Lookup
window will be displayed.

Click on the New push button.

The Special Study ID and
User Group ID field will default
to system assigned values.

Enter a Start Date and a Stop Date
for which the Special Study will be
applicable.

The date range will be
specified. The Special Study
will be available and validated
for incidents that have an
Incident Alarm Date within this
range.

Enter a Decode Value.

Enter a description that
defines the code value.

(€]

Leave the Parent Code field blank.

Enter a Code Value

A code value will be created
for display in the Special
Studies Look up box.

Click the Save push button.

The Special Study will be
saved.

Highlight the Special Study where it
appears in the Lookup list

The Special Study will be
selected in order to continue
creating its codes.

Click the Edit Codes push button.

The Codes Lookup window
will be displayed.

Highlight the new Special Study (it
will appear as the single bullet item)

The New Special Study will be
selected.

(o)

Click the New button.

The detail fields will clear.

Enter a Decode Value

Enter a description that
defines the code value.

10

Leave the Parent Code field blank.

11

Enter a Code Value

The numeric or alpha numeric
code value will be established.

12

Click Save

The code to define the Special
Studies will be saved.

Repeat steps 8 — 12 if an alternative
code is necessary.
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7.2.1 Sample Special Study: Collecting Data on Fires Involving Meth-amphetamine Labs

The steps below outline how to create a new Special Study and its codes that describe fires
where the Property Use may involve a meth-amphetamine lab on site.

Step
"

Action

Open the System Admin Tool and
click on the Other... button, then click
on the Special Studies button

Result

The System Admin Tool's
Special Studies Lookup
window will be displayed.

Click on the New push button.

The Special Study ID and
User Group ID field will default
to system assigned values.

Enter a Start Date and a Stop Date
for which the Special Study will be
applicable.

The date range will be
specified. The Special Study
will be available and validated
for incidents that have an
Incident Alarm Date within this
range.

Enter a Decode Value (this is the
Description the user will view)

Enter: Meth-amphetamine Lab
Presence

Leave the Parent Code field blank.

Click the Save push button.

The Special Study will be
saved. Proceed to create its
codes.

Continu

e with the following steps to create the s

upporting codes.

7

in the Lookup list, locate and
highlight the Special Study “Meth-
amphetamine Lab Presence”

The Special Study will be
selected.

Click the Edit Codes push button.

The Codes Lookup window
will be displayed.

Highlight™ Meth-amphetamine Lab
Presence (it appears as the single
bullet item)

The Special Study will be
selected.

10

Click the New button.

The detail fields will clear.

11

In the Decode Value field, enter a
description to define the code.

Enter: No Meth Lab materials
found on site

12

Leave the Parent Code field blank.

13

In the Code Value field, enter value
to represent the code

Enter: 0

14

Click Save

The code to define the Special
Studies will be saved.

Repeat

steps 8 — 14 if an alternative code is necessary.

15

Highlight™ Meth-amphetamine Lab
Presence (it appears as an open
directory folder, with a bullet item for
code 1 underneath it.)

The Special Study will be
selected.

16

Click the New button.

The detail fields will clear.

17

In the Decode Value field, enter a
description to define the code.

Enter: Meth Lab materials
found on site

18

Leave the Parent Code field blank.

19

In the Code Value field, enter value
to represent the code

Enter: 1
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20 Click Save The code to define the Special
Studies will be saved.

8. The Field Perms Window

State Program Managers assigned the State Level permission will have the ability to modify the
field security levels of data fields in the NFIRS 5.0 system for their state and fire departments by
using the components of the Field Permissions window. The purpose of these settings is to
prevent data from being released in the public data format if this would conflict with state or local
jurisdiction privacy laws. The Design Documentation (page 108 - 125), available at
http://www.nfirs.fema.gov/documentation/design/ contains a list of default security levels for each
field in the NFIRS 5.0 system.

The data security settings are in effect once the data is transmitted to the National Database via
transaction file or entry with the USFA client software. Data fields marked "State" and “FDID” are
collected and stored in the National database, but may not be released publicly without the
State’s permission or originating Fire Department's permission.

8.1 Changing a Field's Security Level

To modify an existing default field security setting, open the System Admin Tool. To
modify a field's security setting for the entire state, highlight the State in the hierarchy and
click the Field Perms button. A confirmation window will appear which states: Since you
have not selected a specific FDID, you will be setting preferences for the entire State.

Do you wish to continue? Click Yes to modify a field level's security for the entire state.
Click No or Cancel to return to the hierarchy and select a FDID.

To modify a field's security setting for an FDID, locate the desired FDID in the hierarchy.
Click on the Field Perms button. The Field Level Perms window will open.

When the Field Perms button is clicked, the Field Level Perms window will be displayed.
In this window, the list of fields in the NFIRS 5.0 System will be displayed. Select
(highlight) the desired field. The selected field's info will appear in bottom pane, including
the default level security for the selected field.

There are three checkboxes in the Visibility section where the field permissions are
specified: and National, State, Fire Department. Make the desired change for the
selected field by un-checking or checking the box next to the level. Example, to specify
the selected fields' data should not be included in release at the public level, uncheck the
National box. Click the Save button.

To verify a field's security level setting has been saved, close and reopen the System

Admin Tool. Locate the desired field and verify the visibility is set as was specified in the
previous session.
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9. The System Administration Tool Rapid Start-up Guide

The Rapid Start-Up Guide for the System Administration Tool outlines the key steps
necessary for the System Administrator to begin using the Tool as quickly as possible. Only
key points are described below. In-depth information on the System Administration Tool can
be found beginning on Page 3 of this document.

9.1

9.2

6.

7.

Starting the System Administration Tool

Go to Start...Programs...NFIRSv56...System Admin Tool.

A screen will appear: “Login On-Line.” Enter User Name, State and Password.
Click OK.

To Create a New Group

Click once on the Group in which the County or Fire Department is to be added.
Click on New push button.

The System will assign a Group ID, and the Parent Group will become the Group to
which you are adding.

Enter an FDID number and description of the Group you are adding. For a County or
Region, enter the description; for a Fire Department, enter the description and FDID.

Click on Save.
The Group Hierarchy will collapse.

Click on the + sign to display the hierarchy tree.

Note: When the System Administrator exits the System Administration Tool after any
changes were made to the Groups, these changes will not be seen for about 20 minutes.

9.3 To View Users

JULY 2007

Go to Start...Programs...NFIRSv56...System Administration Tool.
The On-Line login screen appears. Enter Username, State and Password. Click OK.
At the Group Hierarchy Window, click on the desired Group to view its users’ list.

Click on the Users push button.
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5. The User Maintenance Window will be displayed and the users associated with the
Group will be displayed.

9.4 To View All Users in the State

1. Inthe Group Hierarchy Window, click on your state to highlight.
2. Check the box next to Select All Groups Below.
3. Click on the Users push button.

4. The User Maintenance Window will be displayed and all users in selected state will
be listed.

9.5 To View All Inactive Users in the State or Group

1. In the Group Hierarchy Window, click on your state to highlight.
2. Check the box next to Select All Groups Below.
3. Click on the Users push button.

4. The User Maintenance Window will be displayed and all users in selected state will
be listed.

5. Click on the Inactive - 60 Days radio button (located on the right side of the window).
The list displayed lists only those users whose accounts Status is Inactive.

9.6 To Activate a User

1. At the Group Hierarchy Window, click on your state.

2. Click on the User push button.

3. Users will be displayed.

4. Highlight the user to be activated.

5. Enter the system assigned Group ID the user is to be associated with (not the FDID).
6. Click on Status...select Active.

7. Click on the Set Permissions button.

8. Check the box next to the permissions to be assigned. Note: The Bulk Import

Permission enables users to access the Bulk Import Web interface. The Bulk Export
Permission allows the user to access the Bulk Export.
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9.

Click OK to close the Permissions window.

10. Click Save on the User Maintenance window before closing. .

Note: When a user registers using the User Registration Form from the NFIRS 5.0 Web
Site, their default Group ID is the Group ID of the state they registered in. The user’s
accounts are inactive until the System Administrator activates them. Additional
permissions may be assigned at the time of activation or at a later date.

9.7 To Create A Plus One Code

Click on the Other... button, and then click on the Codes button.

2. Select (highlight) the Code Category for which the Plus One code will be created.

3. Click on the Edit button.

4. The Codes Lookup window will be displayed, and contain the existing codes for the
selected category.

5. Highlight the parent code for the new Plus One code.

6. Enter the Parent Code value.

7. Enter the Code Value. This is the numeric or alpha numeric value that signifies the
code.

8. Enter the Decode Value, This is the description users will see in the Code Lookup
window.

9. Verify the Status is Active.

10. Click Save.

9.8 To Create A Special Studies

1. Click on the Other... button, and then click on the Special Studies button.

2.

3.

JULY 2007

Select (highlight) the Code Category for which the Plus One code will be created.
Click on the New button.

A system assigned number will fill the Special Study ID field. The User Group ID will
default to the System Administrator who is logged in.

Modify the Start and Stop dates as desired.

Enter the Max Length for the codes that will define the Special Study (1 is adequate
for most codes).

Enter a Description for the Special Study.
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8. Verify the Status is Active (if it is to be implemented immediately).
9. Click Save.
10. Locate the newly created Special Study in the list and click the Edit Codes button.

11. In the Codes Look up window, highlight the Special Study where it appears as a
bullet item and click the New button.

12. Enter a Decode Value (the description).
13. Leave the Parent Code field blank.

14. Enter a Code Value (the numeric or alpha code to represent the Special Study
details).

15. Click Save.

10. Troubleshooting

e A user contacted me to report he forgot his password. How do | reset his password?

An Administrator cannot recover a lost or forgotten password. Change the user’s
password.

In the User List Pane, highlight the user. In the User Detail field, click the
Change Password button. A pop up window appears. The administrator enters
a new password, then reenters the password to confirm. Click OK. Report the
password to the user.

e When a user opens the Data Entry Tool, “FDID Not Found” message displays
instead of the Fire Department name.

The Header Record has not been created for the group. The user must create
the Header Record.

To create a Header Record, the user selects Fire Dept from the Menu Bar (in the
Data Entry Tool Main View Screen). Click on New Fire Dept. In the Fire
Department Screen, the user will see the FDID number. The user enters the Fire
Department Name. All other information is optional. When the user clicks OK,
the information will be saved and the user is returned to the Data Entry Main
View Screen. An import of Fire Department information will also create the
header record.

e Auser trying to register reports an error message: Failed to Register User: 10477
(or 9999).

The Username is already been taken by another registrant in the state. The user
must choose a new username. Advise the user to alter a character in the name
and submit the registration again.
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Note: The Username is not case sensitive, but is space sensitive. It may be an

alpha-numeric value. Punctuation or other characters is not recommended in the
Username

e Auser trying to login reports an error message: You have not been activated or,
Failed to Register User: 10468

The user account status is Inactive. In the System Admin Tool User Maintenance
window, locate the user account and reset his or her status to Active. Click Save.

Advise the user to login the same day, or their account will deactivated upon the
daily reboot of the system.

e How long does it take to activate a Group?

When an administrator creates or adds a group, it takes approximately twenty
minutes for the information to be processed in the National Database. After this
period, the group will display in the hierarchy. When an administrator activates a
user or changes the user’s status, the change takes place immediately.

e How long does it take to activate and View a Plus One Code?

JULY 2007

When an administrator creates or adds a Plus One Code, it takes approximately
twenty minutes for the information to be processed in the National Database.
After this period, the Plus One Code will display in the On-Line User's View of the
Code Lookup box. Off-Line users must perform User Injection to obtain the
added Plus One codes in the Code Lookup box.

40



System Administration Tool
Users Guide

11. Index

A

activating @ USer.......cccocevevveivecieeeeeeene, 13

adding a user 1o a group......coceeeeevveeeereennn 13

automatic user deactivation ........c..cccceeeenee 5

C

Chemicals Editor........ccoeeveiveieiicieene, 27

Codes Window .........cccevveeeeinieieiieeeeienens 23

configuration ..........ccceeveieieieneeee e 6

County-level Group........cccoveevveeerreeenen 12

Creating a new Group ........cceceeveeveenieeniennenns 8

D

Description field..........ccooevvinecnieieiee. 11

E

extended list........ccveeiieneeeeee 5

F

failed 10giN ... 7

FDID NUMDBEN .....ocviieiieieeeeeee 10

Field Perms Window ..........cccceceivieininiennnne. 35

Field Security Levels .......c.cccovvenneinnnene. 35

G

Group Detail Pane .......ccccocevvveveiieeiee 8

Group ID nUMDbET ..o 10

1

Inactive status .......cccceevveeirinieeeee 13

L

[OQIN i 7

[0QiN WINAOW ....cooeieiiiiiiiiceeeeeie e 6

N

New push button ..., 8

NFIRS Configuration Tool Users Guide ....... 6

NOAES ...ttt 5

o

OK BULON .ot 7

Other... BUtton .........cccocoveiieiiiceceeen 7

P

Parent Group ID......ccooeeiveeieeeee 10

Password Management.........cccccooeveivennenenn. 5
NEW USEr aCCOUNTS.......coeevieeiinienieieenenn 15
password requirements...........c.cocecvruennne. 14

PasswWords ........ccoceveveeinieieineeeceeeee e 7

JULY 2007

41

NFIRS 5.0

Permissions
Bulk Import Utility .....coeeveeeeieeee 18
Delete Incident/FD ........cccccooveieveveinnne. 17
File Transfer Service ........cccccovveveurnnnen. 18
Log Retrieval........cccoooveeiinenniceen 18
Program Administration...........c.cccceceeeeen. 17
Read Incident/FD ..........cccoceeieiiieiiinne 17
Release Incidents ........ccccoeveiveieeninene. 18
Report FetCh ... 18
Report Generate ........cccceovveeieireieeinee, 18
Report Submit.......cccooeeieireeieee, 18
Report Templates .......ccccooveeveineieenienene 18
Startup Service ... 17
State AdMIN .....coeveieicieeceee, 18
System Administration...........ccccceeeevrenee. 17
User Validation ...........cccccevevveinieieiennn. 18
Version Updates.........cccoeveeninecnenicnnn. 18
View Only ..cocoooviriiniiniiiiieeeeeeeee 19
Write Incident/FD ........ccocveveieveieieie 17
Plus One Codes.......ccovvveivienieiriieiseeens 24
Creating ..coveveeeieieeeeee e 24
Decode value........ccccooeeieineieieieeee, 26
deleting .....ooeevieeee e 27
R
Rapid Start-Up Guide .......cccoeveireieirienee 36
Release Incidents Window ...........cccccceuee. 21
Releasing Incidents .........ccccocceeveieciecieienne 22
required and optional fields ......................... 13
S
Select All Groups Below ........cccccoevrieernnnee. 12
Set Permissions .......cccocevevvevecvecveeneennn, 15, 16
Setting Database Connection ....................... 6
Special Studies
Creating ..coeeveeveeireeee e 29
creating code values..........ccccecvevevieiennne 30
Special Studies Window ..........ccccceeveeeenee. 28
EXAMPIES ... 28
State-level Group......ccceceeeeeeecieereeeee, 12
T
Troubleshooting ........cccooeeveireccireeee, 39
U
Unreleasing Incidents.........cccccevevecveinienenne. 23
User Login buttons.........cccocoveivineininenne. 13
User Maintenance Window............ccccou...... 12
User Passwords.........ccoceveveeeeiieeeieieenne. 15



